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The Quantum Advantage for Managed Connectivity 
Providers and Networking-as-a-Service Vendors 

Phio TX Bundled with Branch Connectivity, Managed SD-WAN, and VPN Gives 
Service Providers a Competitive Leg Up

Digital transformation and the new work-from-anywhere (WFA) norm has given rise to the cloudification of the 
telecommunications industry and a shift toward Networking-as-a-Service (NaaS) and Secure Access Service Edge (SASE) for 
the provisioning of secure network services.

Users of these sprawling, software-defined networks, the majority of which are managed by trusted connectivity partners, 
expect their infrastructure to be nimble — allowing critical business applications to be hosted and accessed from anywhere, 
using any device and connection — and their security free from eavesdropping, protected end-to-end. 

But cryptography is complex, always changing, and difficult to manage. This will only intensify as the quantum era nears and 
legacy encryption must be replaced with NIST approved, post-quantum cryptographic (PQC) algorithms that carry their own 
set of challenges, risks, and uncertainties. 

The day is near when cryptographic agility and governance become critical features of the networking services and managed 
security solutions delivery models.

Seeking Competitive Edge in a 
Cloud-First World
Managed connectivity providers have a unique 
opportunity to gain competitive advantage, differentiate 
themselves, and generate new revenue streams by 
bringing quantum-safe cryptographic agility and 
management to their local or regional infrastructure and 
connectivity buyers who rely on them for their expertise 
and strategic offerings. 

Managed connectivity providers often go-to-market with 
full-service offerings that include managed SD-WAN and 
VPN technologies bundled with the necessary bandwidth. 
Next-generation cryptographic management systems, 
like Phio TX from Quantum Xchange, easily integrate 
with a wide-range of infrastructure solutions. From 
appliance-based legacy infrastructures and SD-WAN to 
desktop VPN environments, Phio TX instantly upgrades 
these technologies with quantum-safe encryption, 
while establishing a crypto-agile infrastructure that can 
easily keep pace with changing business requirements, 
regulatory mandates, and NaaS customer demands.  

S O L U T I O N S  B R I E F

Grab your share. Strengthen 
your security offering and rise 
above the competition.

Gartner predicts the worldwide 
spending on SASE will reach:

in 2023 increase 
from 2022

$9.2B 39%
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Securing the New Normal Now and in the Quantum Future
In this new networking environment, where critical data travels from headquarters, to branch offices, the data center, and to the 
cloud, bringing quantum-safe security to every data link, interconnect, and VPN tunnel is an attractive differentiator for managed 
connectivity and NaaS operators and their customers. 

Phio TX from Quantum Xchange works as an architecture overlay that enables out-of-band key delivery and immediate risk 
diversification using any number of encryption strategies configurable by the administrator. Working alongside any existing packet-
routing IT infrastructure, the 140-2 & 3 validated technology sends a second symmetric key with quantum entropy, out-of-band, 
down a separate quantum-protected tunnel and mesh network. This key is then combined with an existing cryptographic key 
derived through traditional means to create an exponentially more secure connection.

The crypto-diverse and crypto-agile management system supports 
encryption keys generated by any source, protected by any method 
(PQC, QKD, or a combination), to update any connection (existing 
routing, VPN, and SD-WAN infrastructures) to quantum-safety 
without adding a hop in the wire. When NIST qualifies additional 
algorithms, Phio TX users can instantly upgrade their cryptography 
without reboots, re-installations, or downtime.

With Phio TX, users can switch or upgrade cryptographic algorithms 
without incurring packet drops or added latency. The patented 
technology brings the cryptography out of the data plane and 
puts it into a crypto control plane which can run over a managed 
network, or a separate quantum-safe connection on the data 
network. This affords administrators a convenient, easy-to-use, and 
auditable layer for managing, controlling, and visualizing enterprise-
wide cryptography usage through policy.

Phio TX integrates seamlessly with 
popular infrastructure technologies, 
including but not limited to:
• Cienna Waveserver

• Cisco IOS

• Fortinet FortiGate VPN

• Fortinet Secure SD-WAN 

• Versa FlexVNF 

• VMware VeloCloud

• WireGuard VPN
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Security Policy Configuration and Control 
The promise of SD-WAN is based on removing the complexity of 
deploying or managing any physical infrastructure appliances by 
having centrally-managed, cloud-delivered, managed services to 
supply configuration, routing, and filtering for all branch locations. This 
is supported by consistent policies and policy enforcement across the 
enterprise. Quantum Xchange believes cryptography management 
should be part of this process and offers the only policy-driven 
platform for cryptographic lifecycle management and control. 

From enforcing cryptographic key characteristics like length, strength, 
and rotation frequency; to selecting entropy sources; to an inventory 
of cryptographic algorithms including PQCs/RSA/Diffie-Hellman 
support what applications; cryptography should be managed much 
like unreliable hardware stacks — redundancies at every level and an 
ability to apply policy through software quickly and decisively.

Driven by federal mandates, regulatory compliance around data 
protection and privacy, and the desire to improve operational 
efficiencies while keeping costs down, security-conscious customers 
of managed connectivity providers and NaaS vendors will increasingly 
start to set specific standards and requirements around their 
cryptography. Providers of managed infrastructures will need to be 
able to respond to these requirements in a quick and agile manner to 
ensure they remain competitive.

To quickly become crypto-agile — offering users the ability to 
dynamically stack, switch, mix, deliver and manage their cryptography 
while bringing their updated infrastructure into the post-quantum era 
with no network interruptions or downtime, managed connectivity 
providers need Phio TX.

• Instantly upgrade all SD-WAN connections 

or VPN tunnels to crypto agility and next-

generation, quantum-safe cryptography. 

• Enable the deployment of NIST-backed 

PQCs with zero downtime on upgrade and 

rekeying, zero-latency, zero-packet loss.

• Arm customers with a Cryptography Center 

of Excellence (CCoE) enabling technology 

for effortless enterprise cryptographic 

policy creation and control.

• Be prepared for any seismic cryptographic 

break by shifting your customers from one 

cryptographic stack to another with ease. 

Don’t let this unique opportunity pass you by. Show your customers 
that you are an organization with customer trust, business resiliency, 
and network stability top-of-mind. Contact Quantum Xchange today 

about integrating Phio TX into your networking and security offerings. 

Dynamically 
Stack. Switch. Deliver. Manage.


