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Easily Meet Government Mandates  
for Quantum-Safe Encryption with Phio TX 

Satisfy NSM-8 and NSM-10 Requirements While Future-Proofing Your Crypto Architecture  
for Whatever Threats Await 

The next generation of computers, especially those of the quantum variety, pose severe threats to public key encryption 
(PKE). In part because of the quantum threat, the White House issued National Security Memorandum 8 (NSM-8) in January 
2022 which instructs federal agencies to use quantum-resistant algorithms as soon as possible. Then in May 2022, the Biden 
Administration doubled down on quantum preparedness, releasing two new executive orders regarding quantum technology.

The first establishes a new Quantum Advisory Committee to oversee the next stage in the National Quantum Initiative 
passed in 2018. The second, National Security Memorandum 10 (NSM-10), follows the January memorandum (NSM-8). It 
sets a series of deadlines for government agencies to get their information systems ready for the day when the quantum 
computer threat will be real — aggressively working against a 2035 deadline for all U.S. government systems to have fully 
migrated to quantum-resistant encryption.

The provision states verbatim: Within 180-days of the date of this memorandum, agencies shall identify any instances of 
encryption not in compliance with NSA-approved Quantum Resistant Algorithms or CNSA, where appropriate in accordance 
with section 1(b)(iv)(A) and (B) of this memorandum, and shall report to the National Manager, at a classification level not to 
exceed TOP SECRET//SI//NOFORN.

Since the National Institute for Standards and Technology (NIST) has not yet approved public-key algorithms that provide 
quantum safety, federal agencies must instead look to encryption solutions that use pre-shared keys. 

Only after NIST approves one or more Post Quantum Cryptographic (PQC) algorithms, and vendors have then implemented 
those algorithms in a FIPS-validated solution, can agencies begin to deploy them. And, as history shows, cryptographic 
transitions can take years even decades to complete. Replacing classic encryption with NIST-backed PQCs will be a major 
undertaking affecting the data, systems, devices, and networks we rely on daily.

S O L U T I O N S  B R I E F

Secure Key Delivery with Phio TX
Phio Trusted Xchange (TX) from Quantum Xchange 

enables federal agencies to comply with NSM-8 and NSM-

10 mandates now, and then migrate to FIPS-validated 

quantum-safe algorithms in the future without taking 

down or impacting data networks. It meets the NSA 

quantum resistant protocol as outlined in “Commercial 

Solutions for Classified (CSfC) Symmetric Key Management 

Requirements Annex V2.0 (January 2021)” by using pre-

shared keys in the Phio TX hive and featuring the ability to 

automate pre-shared key rotation for system users.

Phio TX decouples key generation, distribution, and 
audit from the infrastructure that encrypts the data, 
and delivers keys using a zero-trust architecture. This 
approach provides the following benefits:

• Enhanced security today, and future-proof security 
against the coming quantum threat.

• Integrates with existing encryption infrastructure from 
Cisco, Juniper, Fortinet, Thales, and other vendors, 
reducing implementation costs.

• Enables modern-day security best practices such as 
continuous key rotation on short intervals.

https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-systems/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/05/04/executive-order-on-enhancing-the-national-quantum-initiative-advisory-committee/
https://quantumxc.com/pqc-migration/
https://www.nsa.gov/portals/75/documents/resources/everyone/csfc/capability-packages/(U)%20CSfC%20Symmetric%20Key%20Management%20Requirements%20Annex%20_v2_0.pdf?ver=qpYEZdxKuDpsGuCOrQ4eIQ%3D%3D
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• Separation of duties in conformance with NIST SP800-53 
— the manager of the crypto system can be distinct from 
the manager of the key distribution system.

• Use of two keys means that compromise of a key delivered 
by Phio TX does not compromise data.

• Auditable key rotation – know when keys have been 
exchanged between endpoints.

• Provides true crypto agility – change to any NIST-approved 
algorithms, or any future key distribution technology such 
as QKD, without changing the data networks or impacting 
business/mission.

• Deliver high entropy keys to cloud services or ICS/
IoT systems that cannot generate keys with sufficient 
randomness.

• Deliver keys over any network media – copper, fiber, 
satellite, RF, laser, etc. – over any distance.

• Deployable today. 

• FIPS 140-2 validated now, with latest FIPS 140-3 
certification in process.

NIST Post-Quantum Cryptography 
Standard  
NIST will soon finalize its shortlist of quantum-safe encryption 
algorithms and standards designed to resist the threat of 
quantum computers. The final PQC selection process is only 
the beginning of this multi-year cryptographic transition that 
is certain to be fraught with challenges, uncertainties, and 
unforeseen risks. 

In the April 2021 report published by NIST, Getting Ready 
for Post-Quantum Cryptography the standards body outlines 
the challenges associated with adopting and using PQC 
algorithms after the standardization process is complete. 
NIST warns, in the best case, another 5–15 more years will be 
needed after the publication of the cryptographic standards 
before a full transition is completed.

The release of these standards may also cause a false sense 

of security. Organizations will believe by deploying the 

NIST-backed PQCs they’ve done enough to ensure their 

communication networks are quantum resistant and safe from 

future attack. Unfortunately, this is problematic and flawed 

thinking. Consider the following: 

• NIST warns the quantum computing landscape is still 

murky enough that it would be impractical or dangerous for 

organizations to put all their eggs in one basket. For this 

reason, crypto-agility is encouraged and promoted. 

• There is no guarantee that the crypto standards selected 

will not be broken by adversaries or vulnerable to 

implementation errors.

• A quantum computer may be available before full migration 

is complete, leaving critical data exposed to “harvest today, 

decrypt tomorrow” attacks happening now.

• Regardless of which algorithms are chosen as standard, 

Public Key Encryption (PKE) will likely be the key delivery 

method used, perpetuating the inherent design flaw of classic 

encryption where the encryption key and data it protects 

travel together. An attacker needs only to compromise one 

connection to retrieve all the secret information. 

• All math-based encryption standards are subject to advances 

in mathematics and computing power that will eventually 

weaken or outright break the cipher.  

• Significant risk exists in cryptography outside of the crypto 

algorithms themselves, i.e., implementation errors, weak 

passwords, poor security hygiene practices, skills shortage, etc. 

The following diagram captures the top-level challenges and 

concerns NIST has outlined to help organizations develop and 

implement crypto-migration playbooks. Phio TX immediately 

addresses most of these issues, enabling organizations to  

easily extend the life of their existing crypto infrastructure  

and investment by making it immediately quantum safe and 

crypto agile.

Current key sizes and hardware/software limits on future key sizes and signature sizes

Latency and throughput thresholds

Processes and protocols used for crypto negotiation

Current key establishment handshake protocols

Where each cryptographic process is taking place in the stack

How each cryptographic process is invoked

Whether the implementation supports the notion of crypto agility

Whether the implementation may be updated through software

(e.g., a call to a crypto library, a process embedded in the operating system, a call to an application, cryptography as a service)

PQC Adoption Issues Raised by NIST
Phio TX 
Solves/Avoids

https://csrc.nist.gov/News/2021/getting-ready-for-post-quantum-cryptography-paper
https://csrc.nist.gov/News/2021/getting-ready-for-post-quantum-cryptography-paper
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NSM-8 and NSM-10 marks a turning point for quantum security.  If there’s a security threat grave enough to demand action within 180 days 
from a bureaucracy like the U.S. government, then private industry needs to take this threat seriously too. There’s no reason to wait until NSA 
or NIST makes their final PQC selection and agencies respond, when there’s simple and affordable solutions like Phio TX that deliver stronger 
data security today and quantum protection against future threats. 

The time to act is now. Contact Quantum Xchange to learn more. 

Building a Future-Proof Security Architecture Begins with Phio TX 
Phio TX enables quantum-safe encryption today and helps federal agencies and their partners meet federal mandates. It also provides 
a future-proof architecture to adopt whichever public-key algorithms NIST approves, without impacting the data networks or replacing 
encryption hardware or software.

“Each round of the post-quantum cryptography 
selection process has revealed a previously unknown 

or unforeseen weakness in one of the algorithms.” 

Dustin Moody
Mathematician at NIST

SC Magazine, Dec. 9, 2021

PQC Standard Reaches an Inflection Point 

Suppliers and owners of each cryptographic hardware/software/process*

Sources of keys and certificates

Contractual and legal conditions imposed by and on the supplier

Whether the use of the implementation requires validation under the Cryptographic Module Validation Program (CMVP)4

Intellectual property impacts of the migration**

Support lifetime or expected end-of-life of the implementation, if stated by the vendor

Sensitivity of the information that is being protected

PQC Adoption Issues Raised by NIST
Phio TX 
Solves/Avoids

* Quantum Xchange can provide a list of compatible products which reduces an enterprises effort to compile a list.
** Quantum Xchange’s solution eliminates the intellectual property impacts of migration 


