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When it comes to cloud 

computing adoption, 

security remains the top 

priority for enterprise 

decision makers. 

Quantum-safe, out-of-

band key distribution 

immediately boosts the 

security of your existing 

crypto infrastructure 

while realizing the 

flexibility, scalability 

and rapid deployment 

models of cloud delivery. 

INTRODUCING OUT-OF-BAND KEY DELIVERY AS A SERVICE

Phio TX — A Key Distribution System for the Ages 

When it comes to cloud computing, security remains the top priority for 

decision-makers across business, IT and cybersecurity functions. Security and 

risk management receive the highest budget increase among all IT initiatives in 

annual IT decision-maker surveys with other aspects of business continuity, such 

as data protection, not far behind. 

Public cloud is a shared responsibility security model, meaning the cloud provider 

is responsible for security within its own infrastructure and the customer is 

responsible for the security of its data, applications, and workloads everywhere 

else. Nearly 70 percent of respondents to an IDC survey are worried about the 

security of their data and applications in the public cloud. This is one reason why 

hybrid cloud is becoming the de facto architecture for enterprise cloud adoption. 

With multi-cloud environments and data traveling across platforms — from the 

data center to public clouds and to edge environments — strong security for data 

in motion is necessary. Add to these concerns the looming quantum threat and 

security-conscious organizations must ask themselves: why wouldn’t I want my 

cloud environments to be quantum-safe now? 

Enhance network security today.  
Be quantum-safe from tomorrow’s threats.
Advances in computing and mathematics continue to push the boundaries  

of how best to secure data in motion. The arrival of a quantum computer will 

easily break the encryption that protects most of our digital world. Meanwhile, 

present-day Public Key Encryption (PKE) — the conventional method for 

protecting transmitted data, i.e., TLS/SSL — suffers from weaknesses and 

vulnerabilities beyond the quantum threat. With PKE, the encryption keys and 

data travel together. An attacker needs only to compromise one connection to 

obtain secret information. 

D A T A  S H E E T
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Phio Trusted Xchange (TX) from Quantum 

Xchange gives companies choice and an 

affordable, crypto-agile key infrastructure 

to easily upgrade defenses as the threat 

landscape evolves. It is the first key 

distribution system capable of supporting 

quantum-keys in any format (PQC, QKD, 

QRNG or combination). Using its patent-

pending, out-of-band symmetric key delivery 

technology, Phio TX is uniquely capable of 

making existing, classical keys quantum-

safe — delivering an immediate and 

infinitely stronger cybersecurity posture while 

addressing the vulnerabilities of PKE head on. 

The first-of-its-kind security appliance can 

be deployed across any network media, i.e., fiber, wireless, satellite or copper to provide quantum-safe key exchange without 

Quantum Key Distribution (QKD) using Phio TX. If an organization desires QKD, Phio TX is the only solution in the world capable 

of overcoming the technology’s distance and delivery limitations, and it provides FIPS 140-2 compliance that QKD alone lacks. 

Phio TX delivered as a cloud service (Phio TX-C) enables users to enhance enterprise Public Key Infrastructure (PKI) in the cloud 

with robust quantum-safe key distribution — immediately boosting the security of your existing crypto infrastructure while realizing 

the flexibility, scalability, and rapid deployment models of cloud delivery. 

Phio TX is elegant in its simplicity and can be easily deployed across your crypto infrastructure.  
Key benefits of Phio TX-C include: 
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• Extend the life of your existing crypto investment/

environment by making existing keys quantum-safe now.

• Experience the same performance and reliability from  

your high-speed encryptors in quantum-safe mode as in 

classical mode.

• Multi-layered or defense-in-depth approach to secure key 

transfer protected by PQC and/or QKD in a FIPS 140-2 

validated implementation. 

• Avoid brute-force, side-channel, and SSL/harvesting  

attacks with out-of-band, quantum-safe key delivery. With 

Phio TX, keys are used as a key-encrypting-key (KEK) for 

impenetrable protection. 

• Shore up risks and vulnerabilities of modern-day PKE. No 

data loss even if KEK is stolen — the attacker must still figure 

out when, where, and how it was used. 

• Dramatically improve key entropy with quantum-

enhanced options i.e., QKD, QRNG or combination.

• Multipath key routing, fault-tolerant and load-balanced 

point-to-multipoint key transmissions. Supports key 

transmission IPv4 or IPv6 network — copper, fiber, 4G, 

5G, satellite, etc. 

• Future-proof and crypto-agile key distribution system. 

Enables users to quickly change to any NIST PQC 

algorithm and provides an onramp to maximum-level 

QKD security if desired with no distance limitation.

• Delivers an instant and infinitely stronger, quantum-safe 

security posture for protecting transmitted data across 

communications networks and links today and in the 

quantum future.



QuantumXC.com PHIO TX-C DATA SHEET  /   3

Q  | What is Phio TX-C?

A  | Phio TX-C consists of one or more Phio TX Nodes.

Q  | What is the function of Phio TX-C?

A  | Phio TX-C generates and delivers symmetric encryption 
keys upon request to a pair of encryption devices to 
create an encrypted channel without using TLS-style 
inline key-negotiation techniques.  

Q  | Can PKI co-exist with Phio TX-C?

A  | Yes. Symmetric keys generated using traditional methods 
can be merged with symmetric keys generated and 
distributed by Phio TX-C — thereby preserving and 
enhancing the existing infrastructure. 

Q  | What protocol is used by the client for key 
generation and distribution requests?

A  | ETSI GS QKD 014 REST-based delivery API.

Q  | From the user perspective, how does the key 
distribution work? 

A  | Each encryption device (Client) is assigned to a specific 
Phio TX Node. When Client A makes a request for the 
key(s) it also specifies its counterpart, Client B, which 
receives the same key(s). Phio TX connected to Client A 
generates the key(s) of specified length then delivers it 
to the Phio TX Node connected to Client B using built-in 
path finding to return the same key(s) to Client A only if 
the transaction was successful. This ensures that when 
Client A receives the key, Client B can also receives the 
same key. 

 Client A can send the key ID(s) to Client B using their 
normal connection link. Client B then gets the key(s) from 
the Phio TX Node it is assigned to using the key ID(s). At 
this point, both encryption devices have been supplied 
with the same symmetric key without using their normal 
connection link. 

Q  | What are the possible sources of entropy? 

A  | Quantum Random Number Generator (QRNG), Quantum 
Key Distribution (QKD), or FIPS-certified Cryptographic 
Pseudorandom Number Generator (CPRNG).

Q  | How do sources of entropy work?

A  | A physical Phio TX appliance can be purchased with 
QRNG built in. One or more of those appliances can 
supply the whole Phio TX-C with entropy. If a QKD 
system is connected to Phio TX peers, its keys are 
constantly requested by Phio TX nodes. Unused keys 
are then recycled into an entropy pool which is, again, 
divided among all Phio TX nodes in the cloud.

Q  | How many sources of entropy does Phio TX  
Cloud need? 

A  | We recommend at least one Phio TX with QRNG 
(physical appliance) supplying the entropy to the Phio 
TX-C. Key material from QRNG and QKD entropy 
sources is divided among all Phio TX Nodes in the Phio 
TX-C.

Q  | How is the random number pool being used?

A  | There is constant need for random numbers inside every 
Phio TX. For example, secure connections to other Phio 
TX nodes, ETSI key generation requests, etc. Those 
needs for random numbers are covered by FIPS-certified 
CPRNG. If the QRNG/QKD random number pool is 
available, the CPRNG-generated numbers are XORed 
with QRNG numbers. The results are truly random while 
satisfying FIPS certification requirements. 

Q  | How does the key generation work?

A  | The key is generated upon request from the Client using 
FIPS-certified CPRNG. If the QRNG/QKD entropy pool 
is available, it is used to XOR the key with. The resulting 
key has the property of being truly random satisfying 
FIPS certification requirements. 

Q  | How long does the key live inside Phio TX-C?

A  | The key is generated upon request, delivered to the 
Client pair, and then immediately erased from memory. 

Q  | How does key distribution work internally? 

A  | Each Phio TX node must be configured to accept 
connections from its designated peer. Nodes that are 
properly configured can then start a “chat” exchanging 
the information about what peers and clients they 

Frequently Asked Questions 
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know with properly configured peers. This 
chatting creates a cloud — producing 
network-wide awareness about the current 
operating situation while each node only 
talks to a limited number of user-configured 
peers. On each key transmission request, 
nodes that are involved in the transmission 
calculate the next hop based on available 
operational information and the shortest 
path available until the key reaches the Phio 
TX Node destination. With enough multi-
path opportunities available, Phio TX-C 
will automatically deploy load-balancing 
and fault-tolerant capabilities by avoiding 
unavailable nodes and choosing alternative 
paths depending on the system load and 
configuration. 

Q  | How are Phio TX Nodes authenticated? 

A  | Phio TX Nodes perform a PKI-based client-server and 
server-client certificate check. Typically, an internal CA 
is expected. A user can choose between RSA and EC 
methods. Additionally, users are expected to deploy one of 
the Post-Quantum Cryptographic (PQC) Key Encapsulation 
Mechanism (KEM) algorithms with an additional pair of 
public/private keys. In place of PQC, it is possible to create 
a pair of pre-shared keys for extra security. 

Q  | How is the connection between Phio TX  
Nodes secured? 

A  | The connection between peers is FIPS-certified TLS 1.2 
with an additional layer of encryption for a user-selected 
PQC KEM and AES 256 pipe. If QKD is connected to a 
given pair of Phio TX Nodes, QKD-derived keys are also 
used to encrypt the transmission. The user may opt to 
apply pre-shared keys for the above-mentioned extra AES 
256 pipe without involving PQC KEMs.

Q  | If available, can QKD be utilized?

A  | Yes. QKD can be used as an extra layer of encryption to 
fortify a connection between two Phio TX peers and to 
provide the key material pool for the entire Phio TX-C. 

Q  | Phio TX Nodes are available in what format? 

A  | Physical and virtual appliance (AWS cloud instance). 
Physical network appliances can carry QRNG and provide 
key material for the entire Phio TX-C.

Q  | What is stored on the Phio TX appliance’s  
hard drive? 

A  | Information required for Phio TX peer activities including 
authentication and establishing peer connections. 

Q  | Are the user’s symmetrical keys stored on a  
disk drive? 

A  | No. Neither client keys nor the key material pools are 
stored on a disk drive.

Q  | How are keys stored in-memory during their  
Phio TX lifecycle? 

A  | From key generation through to transmissions of keys over 
the network, keys are never represented as a continuous 
set of bytes. Extra effort was made to ensure the key bytes 
are scattered in process memory. When the key is used by 
an encryption/decryption function it is assembled into a 
continuous set of bytes. This area of RAM is immediately 
erased after use. 

Q  | Is there a GUI? 

A  | Yes. Each Phio TX Node can be configured as a console 
that provides a “Single Pane of Glass” user interface.  
This read-only GUI captures the real-time status of the  
Phio TX-C and all corresponding client activity. 

Q  | Implementation details?

A  | CentOS 7, C++ 17, HTML, JavaScript
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